I. Introduction
===============

Modern daily life offers many conveniences due to the incredible speed of information and communication technology (ICT) and the Internet of Things (IoT), especially the ease of communication and access of information through the Internet and social network service (SNS). However, personal information can be leaked to the Internet and SNSs. To protect personal information, the Treaty of Personal Information Protection of the European Council (Treaty of the European Parliament for the Protection of Individuals Related to the Automatic Processing of Personal Information) was established in 1980 \[[@B1]\]. In the same year, the Organization for Economic Co-operation and Development (OECD) provided the Guideline on Privacy Protection and Cross-Country Distribution of Personal Information \[[@B2]\]. A guide for the handling of personal information files was codified by the United Nations and was published in 1990 \[[@B3]\]. Rules for the handling, processing, and transmission of personal information in the European Union (EU) were then published in 1995 as the International Standard for the Protection of Individuals \[[@B4]\]. Medical information, the most important and sensitive personal information, should be particularly protected \[[@B5]\].

Although medical information should be protected in the Internet space, personal records created by medical institutions and medical treatment prescription computer networks can be infiltrated, resulting in spamming by commercial advertisements and product promotions. Thus, personal information is frequently misused. This problem must be addressed by laws and improvement of security of institutional equipment and systems used to handle personal information \[[@B6]\]. Nowadays, anyone can search for any information. Advances in technology provide us with ways to easily exchange personal information; however, this leads to the danger of infringement \[[@B7]\]. Medical information, as important and sensitive personal information, should be protected. Regarding information related to the provision of healthcare by national and local public health institutions, the information is generally gathered by doctors who directly provide medical care and services to patients. This means that materials are collected throughout the entire process, including diagnosis and the subsequent course of treatment, including information analyzed based on these materials \[[@B8]\]. Currently, medical information in the clinical environment of a hospital is conveniently managed by utilizing Electronic Health Record (EHR) systems without the need for paper records. However, criminal activities are actively being carried out to acquire personal information to perform illegal financial or monetary transactions. It is impossible to sufficiently protect personal medical information if there is no standard for medical information protection. We should not only take countermeasures against damages cause by medical information leakage; we must also take measures to prevent information leakage \[[@B9]\]. Medical information systems are intended store and share information among healthcare providers and to improve work efficiency of various hospital departments, prevent medical accidents, reduce the waiting time of patients, and prevent over-prescription or lack of prescription without requiring paper or film storage. It has been demonstrated that such systems can reduce costs \[[@B10]\]. As a ubiquitous technology to enable the use of services anywhere any time, u-health (ubiquitous health) allows patients to receive medical services at places other than hospitals by sharing treatment paradigms among medical service providers and hospitals that respond to the illness; thus, healthcare services will be given in a more timely manner in the future.

However, we must always consider the security of shared systems that collect, store, and transfer medical information. Medical information includes extremely personal health information as well as information about a patient\'s lifestyle habits and physical features. The importance of storing such sensitive information has been emphasized to prevent personal information security problems, such as information leakage, hacking, tampering, and so on \[[@B11]\]. There have been no studies on trends in the security of medical information in Korea. This study was conducted to investigate trends in medical information security for personal information protection in Korea during the period 2005 to 2015 and to determine whether personal information is being protected properly.

II. Methods
===========

1. Research Contents
--------------------

In this study, we found that research on medical information was mainly focused on risk management of medical information systems at hospital-centered medical institutions rather than general agencies. We analyzed the contents of papers published in this area by theme, year, and research method. Our main objective was to produce results that would be useful for future research. Therefore, our research had the following aims: (1) to analyze medical information security-related papers based on theme and year and (2) to compare medical information security-related papers and analyze the research methods used.

2. Scope of Research Papers
---------------------------

The purpose of this research was to analyze the trends in research on the theme of medical information. Therefore, papers on medical information published in various domestic Korean journals from 2005 to 2015 were searched. On July 16, 2016, using academic research information service (RISS), a search site for published papers, 274 papers were obtained using the keywords of '의료정보' (medical information in Korean) and 'medical information'. Their information was extracted. On July 21, 2016, three experts reviewed these papers, and 74 papers were selected after this review. The list of studies was chosen by sorting out the last 48 of 60 articles ([Figure 1](#F1){ref-type="fig"}).

3. Medical Information Papers and Analysis Criteria by Year
-----------------------------------------------------------

In this study, we analyzed research papers related to medical information published from 2005 to 2015 to reveal the trends in current research approaches to guide the direction of future research. Based on 274 studies published, the research trends were classified. The results are shown in [Table 1](#T1){ref-type="table"}.

Considering recent research references after analyzing the research trends of papers on medical information, the papers were divided into categories of literature research and empirical research. We prepared an analysis framework to facilitate our analysis.

More specifically, the field of medical information research cannot advance by only focusing on the sensitivity of the medical information of patients. Therefore, the papers were further classified into more specific research areas of computer systems, electronic medical records, and personal information protection.

III. Results
============

To observe the trends in research investigating medical information security, we categorized the papers by methodology into literature research and empirical research categories. The results are as shown in [Table 2](#T2){ref-type="table"}.

Literature research was found to have the highest number of published papers. There were 33 (68.8%) literature review papers published during the study period. The methodological approach adopted in empirical studies was to recruit groups and developed research and programs concurrently. Compared to the empirical study method, 8 (16.6%) survey research papers of 48 total papers were published, while 7 (14.6%) papers on methods of research in the practical field were published.

Detailed results are shown in [Figure 2](#F2){ref-type="fig"}. Thirty-three (68.8%) theoretical papers were published among the total papers on research methods. There were many literature review papers published that focused on analyzing methods. Literature reviews were carried out periodically. Analysis of secondary data was not performed at all. The field of empirical research was divided into survey research, in-depth interviews, focus group interviews, and investigations and experiments in parallel. Survey research was dominant every year. However, there were not in-depth interviews conducted during 2005--2015 each time period. There were no reports of focus group interviews or investigation and experiments in parallel either since 2005. There were 7 (14.6%) practice research papers among total research methods.

Results of our analysis on research on the management of medical information systems according to research methods and topics are shown in [Figure 3](#F3){ref-type="fig"}. There were 17 (35.4%) papers published on laws, systems, and policies. There were no papers published on the topics of recognition of and satisfaction with medical information security. On the topics of actual situations, review discussions, trends, and factors, there were 5 (10.4%), 9 (18.8%), and 3 (6.3%) papers published, respectively. There were no papers on the topics of the effect and influence of medical information security. For measure topic, there were 2 (4.2%) papers published. On the topics of applications (program), utilization, and model development, 9 (18.8%), 2 (4.2%), and 1 (2.1%) paper(s) were published, respectively.

According to the method of research, there were 33 (68.8%) papers on literature studies and 15 (31.3%) papers published on laws, systems, and policies. There was no paper published on recognition and satisfaction. Actual situation topic had 1 (2.1%) paper. Review discussion and trend topic had 9 (18.8%) papers while factor topic had 2 (4.2%) papers. However, there was no paper published on effect and influence. Topics of measures, applications (program), and utilization each had 2 (4.2%) papers published. However, there was no paper published on model development. The total number of empirical research paper was 15 (31.3%). Two papers (4.2%) were published on the topics of laws, systems, and policies. No papers were published on recognition and satisfaction. Four papers (8.3%) were published on the topic of actual situations. One paper (2.1%) was published on the topic of factors. No papers were published on review discussion, and trend, effect, influence, or measure topics. Application (program) topic had 7 (14.6%) papers while model development topic had 1 (2.1%) paper. However, utilization topic had no paper.

The results of our analysis of research on the management of medical information systems according to research methods and subjects are shown in [Table 3](#T3){ref-type="table"}. A total of 16 (8.7%) papers were studies on patients, while 101 (55.2%) papers were studies on medical-related workers. There were 46 (25.1%) papers on information-related experts, 1 (0.6%) paper on small and medium business centers (public institutions), 4 (2.2%) papers on healthcare agencies (hospital), 12 (6.6%) papers on government agencies, 2 (1.1%) papers on integrated medical information systems, and 1 (0.6%) paper on multidisciplinary approaches.

The results are as shown in [Table 3](#T3){ref-type="table"}. In more details, regarding medical-related workers, there were 18 (9.8%) papers on doctors, 17 (9.2%) papers on nurses, 2 (1.0%) papers on physical therapists, 15 (8.2%) papers on radiological technologists, 1 (0.6%) paper on students in the department of dental hygiene, 15 (8.2%) papers on pharmacists, 15 (8.2%) papers on clinical pathologists, 16 (8.7%) papers on medical record system managers, 1 (0.6%) paper on hospital administrative managers, and 1 (0.6%) paper on occupational therapists. Regarding information-related experts, there were 16 (8.7%) papers on security officers, 1 (0.6%) paper on expert computer officers, 17 (9.3%) papers on information handlers, 4 (2.2%) papers on information protection experts, and 8 (4.3%) papers on medical information experts. There was 1 (0.6%) paper on healthcare managers for small and medium business centers (public institutions). Regarding healthcare agencies (hospitals), there were 2 (1.0%) papers on hospital staff members; 1 (0.6%) paper on telemedicine users; and 1 (0.6%) paper on individuals, organizations, businesses, and organizations that handle health information. Regarding government agencies, there were 6 (3.3%) papers on law, 1 (0.6%) paper on policy (Ministry of Health and Welfare), 1 (0.6%) paper on various international norms on the protection and utilization of personal information (OECD, EU), 1 (0.6%) paper on personal health information, 3 (1.6%) papers on privacy information security and medical privacy information security. There were 2 (1.0%) papers on integrated medical information system and 1 (0.6%) paper on multidisciplinary approach.

Based on research methodology, 165 (90.2%) studies were conducted as literature research, including 17 (9.3%) papers on doctors; 16 (8.7%) papers on nurses, persons in charge of medical record, security officers, and information handlers; 15 (8.2%) papers on radiological technologists, pharmacist, and clinical pathologist; 8 (4.3%) papers on medical information experts; 6 (3.3%) papers on laws; 2 (1.1%) papers on privacy information security and medical privacy information security; and 1 (0.6%) paper each for hospital administrative managers; occupational therapists; expert computer officers; individuals, organizations, businesses, and organizations that handle health information; policy (Ministry of Health and Welfare); various international norms on the protection and utilization of personal information (OECD, EU); and personal health information. There were no papers on physical therapists, students in the department of dental hygiene, information protection experts, healthcare managers, telemedicine users, hospital staff members, integrated medical information systems, or multidisciplinary approaches.

A total of 18 (9.8%) empirical studies were reported, including 4 (2.2%) papers on information protection experts; 2 (1.0%) papers each on physical therapists, hospital staff members, and integrated medical information systems; 1 (0.6%) paper each on doctors, nurses, students in the department of dental hygiene, information handlers, healthcare managers, telemedicine users, privacy information security and medical privacy information security, and multidisciplinary approaches. There were no papers on patients; radiological technologists; pharmacists; clinical pathologists; person in charge of medical records; hospital administrative managers; occupational therapists; expert computer officers; security officers; medical information experts; individuals, organizations, businesses, and organizations that handle health information policy (Ministry of Health and Welfare); various international norms on the protection and utilization of personal information (OECD, EU); personal health information; or law.

IV. Discussion
==============

There were 48 articles on medical information published in journals from 2005 to 2015 in Korea. Looking at them year by year, one paper was published in 2005, whereas 10 papers had been published by 2009. However, 38 were published by various academic societies from 2010 to 2015. In terms of research methodology, 33 (68.8%) papers were based on literature review research, while 15 (31.2%) papers reported empirical research. Literature reviews were consistently carried out during the period from 2005 to 2015. However, secondary data analysis was not published. Surveys were published consistently every year; however, in-depth interviews were not conducted during that period. In addition, there has been no report of investigation and experiment in parallel since 2005. Research on medical information systems has been published during this time period, although these papers were fewer than literature review papers.

The results of the theme analysis of papers based on literature review are discussed below. Laws, systems, and policies were the focus of 15 (31.3%) papers. Review discussion and trend topics were the focus of 9 (18.8%) papers. Factor, measures, applications (programs), and utilization topics were the focus of 2 (4.2%) papers each. One (2.1%) paper was published on an actual situation topic. No papers were published on recognition of and satisfaction with medical information security, the effect and influence of medical information security, or model development topics. In empirical research, application (program) topic had 7 (14.6%) papers. Actual situation topic had 4 (8.3%) papers. Law, system, and policy topics had 2 (4.2%) papers. Factor and model development topics had 1 (2.1%) paper each. Recognition and satisfaction, review discussion and trend, effect and influence, measures, or utilization topic had no paper. The lack of prior research focusing on the reliability of medical information and its associated legal issues and the lack of revision of related clause made it difficult to derive a concrete identity policy proposal. Future study should establish a legal concept for the security of medical information. There is a need for more concrete preventive measures and countermeasures against breaches of medical information security through analysis of the reliability of medical information and infringement of platforms. Specific policies that can reduce the number of functional impairments can be proposed by searching for pure functions associated with the use of medical information \[[@B6]\]. Medical information should be protected in compliance with strict confidentiality obligations. It has been proposed that management and supervision with a high level of ethical awareness and the implementation of medical information security system should be the standard practice \[[@B9]\].

For medical information in hospitals where human resources are utilized for various job types and operations, it is important to promote medical information protection in hospitals centering on electronic support. Efforts have been made to improve the level of information protection and information security in medical institutions by establishing measures to protect information, such as the establishment of administrative measures and countermeasures to have physical security and technical safeguards with information protection policies. It should be emphasized that all staff should take the initiative to make efforts to create a culture that protects medical information \[[@B12]\]. In this study, we analyzed research on medical information security by year, research method, research theme, and research subject. Based on the above analysis results, we found that a systematic approach to research is needed.

Although the scope of personal information has been considered in various fields, including economic, scientific, and technical fields, and this has provided an important foundation for future research, problems such as infringement on the private lives of individuals and society in general have arisen. We need to analyze processes that can handle one or more situations or problems while taking the specialization and specificity of medical information into account \[[@B13]\]. It is necessary to recognize the importance of social awareness of medical information security and its sensitivity. Changes in the perception that health information in the field of medical information technology and policy science should be shared should be prioritized. In recent years, hacking of medical information has been frequently reported. We should actively promote the protection of personal information, curriculum, biographical data, and publications from the viewpoints of research, so we should treat medical information as an important research subject. It is necessary to develop a training program for human resource development. It is also important to build the capacity to strengthen medical information security. In addition, employees of medical institutions are in an important position to protect such information. They should be aware of the importance of medical information; therefore, specific education and training within medical institutions should be provided. It is necessary to develop education programs and continuous education so that employees can increase their awareness of health information protection. In addition, it is important to strengthen internal regulations on the protection of patients\' medical information as well as legal regulations \[[@B11]\]. Systematic technology is also needed for medical information security. When a database of medical information and the medical records in a medical information system centered on medical institutions is built, medical information is subjected to advanced persistent threat (APT). Therefore, it is important to consider the vulnerability of and threats to medical information to comply with the Personal Information Protection Law and the Medical Law, and presented security requirements \[[@B12]\]. Legal regulations and government policies also needed to be specifically established regarding medical information security. The HIPAA (Health Insurance Portability and Accountability Act of 1996) governs the use and disclosure of identification information. It provides specific details applicable to medical insurers, medical staff, and medical information exchange offices that transmit medical personal information in electronic form. The HIPAA also applies to electronically managed and transmitted patient identities, including patient\'s electronic identification, the information on documents printed from electronic media, and computer systems \[[@B8]\]. It is necessary to standardize inspection items so that they can be applied immediately. Quality management for safe medical information systems is also needed in the field \[[@B13]\]. There should be realistic study of infringement or outflow of medical information or activities related to medical information in the private sector. Through this research, we gained a clearer understanding of the current status of medical information security research in Korea. In addition, this study can be used to help governments, hospitals, and individuals to find ways to protect medical information. There have been many studies on methods, systems, and policies for medical information security. In the future, it will be necessary to try various research methods and conduct practical research son education and inspection related to medical information security.
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^a^A total of 183 papers. Because, there are more than one objects in 48 papers, and the number of papers increases.
